PERSPECTIVES ON TERRORISM Volume 11, Issue 6

Articles

Islamic State and Technology — A Literature Review

by Truls Hallberg Tonnessen

Abstract

This article offers an overview of the literature on how the Islamic State has used different technologies, primarily
within the fields of drone technology, CBRN and communication technology. The author argues that the primary
strength of the Islamic State, and terrorist groups in general, is not in the acquisition and use of advanced technology,
but the innovative and improvised use of less advanced, but easily accessible, technology. A gap identified in the
existing research is the question of priority — why and under what circumstances would a terrorist group allocate
some of its (usually) limited resources in order to develop or acquire new technological capabilities?
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Introduction

The aim of this article is to offer a brief overview of the literature on Islamic State (IS) and technology. The
intention is to identify knowledge gaps within the literature and to make some preliminary observations on the
Islamic State’s use of specific technology.

Since it is somewhat difficult to separate the literature on technology and Islamic State from the more general
literature on terrorism and technology, this article will, indirectly, also be a presentation of the larger literature
on terrorism and technology. However, given the unprecedented scale of the Islamic State’s territorial control,
financial resources and the number of recruits, the Islamic State has, at least until its recent demise, been at the
forefront of technological development among contemporary terrorist groups. In this overview, three fields of
technology that have received most attention in the literature - drone technology, communication technology
and CBRN - have been singled out. These fields are also some of the fields where the Islamic State has been
most innovative. All of these technologies can be used as part of offensive operations.

One main argument made here is that while the general literature on terrorism and technology tends to focus
on the most advanced and most lethal scenarios, the primary strength of terrorist groups is their innovative
use of less advanced and easily accessible technology. The present study finds that, like most terrorist groups,
the Islamic State has used some of this technology mainly for defensive purposes and when the group has
used technology offensively, it has done so in a crude, improvised and “low-tech” manner. It is also argued
that, although the Islamic State has been innovative in the use of technology and made technological
improvements, this is mainly an effect of IS’ ability and willingness to exploit new opportunities given by
the rapid technological development and by the sheer size of the group. The primary gap in the literature
identified in this review is the issue of priority - why and under what circumstances would a terrorist group
allocate some of its (usually) limited resources in order to develop or acquire new technological capabilities?

General Observations on the Literature

The literature on terrorism and technology can generally be divided into two categories. On the one hand is
what we may refer to as “what if” writings and scenario-oriented literature, looking mainly at which capabilities
a non-state actor would require to engage in, for instance, a CBRN attack or in an act of cyber-terrorism, and
the probability that a non-state actor would be able to acquire the resources and competence needed.[1] Given
the (fortunate) rarity of incidents of CBRN attacks and acts of cyber-terrorism, this literature is often highly
technical and theoretical.[2] This literature has at times been criticized for exaggerating the threat and the
probability of highly advanced and potentially very lethal attacks.[3]
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There has also been a tendency in some of this literature to conflate non-state actors with their limited resources
with states that have developed highly advanced technology.[4] For advanced technological fields, like CBRN
and cyber, it is undoubtedly states, and not non-state actors that represent the greatest threat, if they choose
to use it offensively. However, it cannot be ruled out that non-state actors could directly or indirectly be given
access to advanced technologies and resources by states that, for instance, want to avoid attribution.[5] Thus,
a major caveat of this literature review is that it has not looked at the literature on technology and state-
sponsored terrorism.

Another type of literature looks at terrorist organisations’ motivation to use certain technologies. For instance,
some of thisliterature discusses a non-state actor’s motivation and various incentives and disincentives for the use
of CBRN.[6] This literature is often more empirical —either based on actual incidents or focusing on statements of
intentfromterroristgroupsorkeyindividuals.[7] However,asthisarticlewillillustrate,itisoftennotenoughtolookat
terroristgroups’statedintent. Intentdoesnotequalcapability, certainlynotintechnologicallymoreadvancedfields.

Islamic State and CBRN

There has been no shortage of politicians and security analysts warning that Islamic State (or other terrorist
organisations) may use various forms of CBRN weapons, even nuclear weapons, for an attack.[8] And there is
no doubt that the motivation to use CBRN weapons indeed is present — in 2014 it was estimated that there have
been 50 registered incidents where al-Qaida or its affiliates have attempted to acquire, produce or deploy CBRN
weapons during the last two decades.[9] There have also been a handful of incidents in Europe where CBRN
materials have been considered in the planning phase of a terrorist attack.[10] However, the low number of
actual incidents including CBRN indicates that ambition fortunately has so far exceeded capabilities. Jihadists’
lack of competence and lack of development within the field of CBRN has been confirmed by a 2015 study
based on the discussions of CBRN weapons and various CBRN “recipes” posted on online jihadist forums.[11]

Symptomatically, terrorist groups have so far primarily used the least advanced form of CBRN - chemical
weapons. The University of Maryland’s Global Terrorism Database (GTD) has registered 303 incidents of
terrorist attacks including chemical weapons worldwide. In comparison, GTD has registered 32 incidents of
biological terrorism worldwide, resulting in 9 fatalities, no incidents of nuclear terrorism, and 13 incidents of
(attempted) radiological terrorism, resulting in no fatalities.[12] Of the al-Qaida affiliates, it is the Islamic State
and its predecessors that have been regarded as the most successful in the development and use of chemical
weapons.[13]. Al-Qaida’s history of experimenting with, and using, chemical weapons goes back to the 1990s
when Abu Musab al-Zarqawi, the Jordanian founder of al-Qaida in Iraq, established a camp for foreign fighters
in Herat, Afghanistan.[14] In 2007 the Islamic State of Iraq, as the group was known at the time, was responsible
for a series of attacks that combined truck bombs with canisters of chlorine. Many died as a result of the attacks,
but apparently not due to the chlorine, but due to the conventional explosion itself.[15]

Following the establishment of the Islamic State in 2014, there was a rapid increase in the group’s use of
chemical weapons. According to an estimate by IHS Conflict Monitoring, the Islamic State is believed to have
been responsible for 71 incidents of chemical attacks between July 2014 and June 2017.[16]

There are also indications that there has been an improvement in the Islamic State’s chemical capabilities since
2014. This development was the result of what may be referred to as a chemical weapons program, including
some veterans from Saddam Hussein’s chemical weapons program.[17] For instance, the Islamic State has been
able to manufacture shells filled with chemical agents and successfully delivered them over a greater distance,
using mortar grenades. Chlorine was still the most frequently used chemical, but IS has also succeeded in
both manufacturing and weaponising mustard gas.[18] This is a worrisome development that should raise
some concerns. However, so far few incidents attributed to IS have been reported where the chemicals alone
have caused causalities. The impact of the Islamic State’s use of chemical weapons has thus far primarily been
psychological, not physical.

Taking into account the group’s access to substantial financial resources, its vast pool of recruits, its territorial
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control and the group’s long history of experimenting with chemical weapons, it is rather surprising that the
group’s capabilities did not evolve more than they did. As pointed out by Geoftrey Chapman elsewhere in
this Special Issue, what characterizes the Islamic State’s use of chemical weapons is the scale of its use, not
its technological sophistication.[19] So far, concerns that IS should acquire more weapons-grade and more
advanced chemical weapons, such as sarin, from the stock-piles of the Syrian regime appear to have been
unfounded. IS has primarily used crude and improvised chemical weapons and most reports point to the
Syrian regime as the culprit behind sarin attacks in Syria.[20]

There have also been concerns that IS could succeed in weaponising other forms of CBRN materials than
chemicals, such as radiological substances building a radiological dispersal device (RDD) or “dirty bomb”. The
Islamic State had access to various sources of radioactive material in Iraq, particularly in Mosul’s hospitals and
university institutes. This has led to concerns that the group could be able to develop an RDD.[21] However,
experts have concluded that the radiological material IS had access to had limited utility for constructing a
dirty bomb.[22] There have also been concerns voiced that the Islamic State could be able to buy some sort of
nuclear device or materials on the black market.[23]

An article published in Islamic State’s magazine Dabiq alluded to the fact that IS might be able to use its
unprecedented access to financial resources to obtain a nuclear device from Pakistan and smuggle it to the
United States and detonate it there. The author of the article admits that this might be a far-fetched scenario, but
that the scenario nevertheless would be the “sum of all fears of Western intelligence agencies”.[24] In addition,
the possibility that a state in possession of nuclear weapons, like, for instance, Pakistan, should willingly sell a
nuclear device to a non-state actor has been discredited.[25]

However, an incident in Belgium illustrates the typical “low-tech” and asymmetrical threat that IS, and
other terrorist organizations, may represent. Members of the IS-linked attack cell that was responsible for
the attacks in Paris November 2015 and in Brussels in March 2016 had been spotted on several hours of
video surveillance footage targeting a Belgian nuclear scientist working at a nuclear research center. One
police theory is that the cell planned to abduct him and force him to provide them access to radiological
materials.[26] The same cell reportedly also planned mixing certain animal excrements with explosives to
construct a primitive “biological weapon.”’[27] Additionally, a Belgian recruit of Moroccan origin, who used
to work at a nuclear power plant before travelling to Syria, illustrates the potential of insider threats.[28]

Islamic State and Drone Technology

The Islamic State has made their most technological progress in the field of drone technology.[29] One of the
most comprehensive reports on terrorist groups’ use of drones, published in 2016, identifies four groups with
discernable “drone programs” — Hizballah, Hamas, Islamic State and Jabhat Fatah al-Sham (formerly known
as Jabhat al-Nusra). Tellingly, all four had territorial control to varying degrees and three of them have been
involved in the ongoing conflict in Syria.[30] Hizballah and Hamas were pioneers when it came to exploiting
the possibilities offered by drone technology, but the rapid development of the drone program of the Islamic
State is striking. According to the report, it took approximately seven years from Hizballah demonstrating
some interest in drone technology until the successful use of a drone as part of an operation, while the same
trajectory took only about one year for the Islamic State.[ 31] This rapid development is even more striking,
knowing that Hizballah received some support from Iran, while the Islamic State did not enjoy such state
support.[32] A partial explanation is that the rise of the Islamic State coincided with a rapid development of
the availability and commercialisation of drone technology.

The Islamic State primarily used commercially available drones that were modified for military use but also
experimented with constructing simple surveillance drones ‘in-house’ Conflict Armament Research has
identified several IS-drone workshops, for instance in Ramadi and in Mosul, where IS modified and weaponized
drones and also manufactured some from scratch.[33]

The Islamic State initially used drones for surveillance and for propaganda purposes, but there has been a
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rapid increase of weaponised drones. In September and October 2016 it was reported that the Islamic State
had managed to weaponise drones by attaching explosives that could be released when the drone hovered over
an intended target.[34] In October 2016 two Kurdish Peshmerga soldiers were killed and two French Special
Forces badly injured in what has been described as the first confirmed incident causing casualties following
a terrorist organization’s use of a weaponised drone. This incident also illustrates the unconventional and
innovative offensive use of drones by the Islamic State. The drone in question was brought down to a landing
without any casualties, but it had been rigged with explosives that blew up when the Kurdish Peshmerga
soldiers were inspecting the drone. [35]

There was a rapid increase in reports on the Islamic State’s use of weaponised drones after the group announced
the establishment of a separate drone unit in January 2017. According to a publication by the IS-affiliated
al-Yaqin foundation, the Islamic State’s drones succeeded in killing 39 persons and destroying 43 vehicles
in February 2017 alone.[36] Thes numbers are probably exaggerations ,but there has been a steady uptick of
deadly drone attacks. In September 2017, media reported that a dozen Iraqi soldiers had been killed by Islamic
State drones.[37]

This rapid development seems to have been the result of a concentrated effort by IS to develop a drone program.
The existence of such a drone program was confirmed by the discovery of the so-called “drone papers” in Mosul
in 2016. Most of the documents found were produced in 2015; — these papers indicated that IS had, at least
to some extent, developed a streamlined and bureaucratised program for development and weaponisation of
drones. Several of the documents pertaining to acquisition of drone parts were signed by the Aviation section
(gism al-tayaran) of the group’s Committee of Military Manufacturing and Development (Haia al-tatwir w al-
tasni' al-"askari). The existence of a specific committee for military manufacturing and development illustrates
that this was something the group prioritised.[38] A 2017 report, based on information obtained from several
local sources based in Syria, illustrates the extent of the group’s drone program. The report identified separate
centers for training, weaponisation, modification and maintenance, as well as the existence of a center for
storage and distribution. Each of these centers had its own director, and all were based in Raqqa. The overall
leader (or emir) of the Islamic State’s drone program was identified to be a Muhammad Islam, a European
citizen of Malaysian descent who holds a degree in information technology from a British university.[39]

Although the Islamic State has made rapid improvements in the use and weaponisation of drones, it can
be argued that drone technology in itself has worked against the Islamic State since many of its top leaders
have been killed by the technologically much more advanced U.S drones. For instance, by March 2016 it was
estimated that 90 senior and mid-level IS leaders had been killed by drone strikes.[40] This supports the general
observation that technology, especially more advanced technology, often works to the disadvantage rather than
the advantage for non-state actors.

In addition, there are a number of anti-drone measures that might reduce the threat from non-state actors’ use
of drones. For instance, through use of geo-fencing, DJI, the producer of the most popular commercial drones,
has prevented its models from flying in parts of IS-controlled areas in northern Syria and Iraq.[41] The U.S-led
Coalition Forces in Iraq have also used several anti-drone tools against the drones of the Islamic State, such as the
anti-drone rifle Battelle DroneDefener and one called Dronebuster.[42] This illustrates that although non-state
actors start using more advanced technology, their opponents still stay ahead of the curve because states are more
capable of rapid technological development than non-state actors are. However, the rapid commercialisation
of drone technology has contributed to reducing this gap - a development likely to continue.[43]

Islamic State and the Internet

The literature on Islamic State and the Internet falls mainly in two categories. The first category is literature
focusing on how the group has taken advantage of the opportunities provided by the Internet and especially
by social media, for instance in the fields of recruitment and dissemination of propaganda.[44] A large part
of this literature focuses on the actual content of the propaganda and not on the Islamic State’s use of internet
technology per se.[45] The second category is of a more technical nature and focuses on the online infrastructure
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of the Islamic State - such as which platforms they use, how they disseminate their propaganda and how they
maintain an online presence despite counter-measures against it.[46]

These two categories also correspond with two different categories in the literature on counter-terrorism online.
One type of literature focuses on how to respond and counter the propaganda from the Islamic State, through,
for instance, counter-narratives.[47] Another category focuses more on the technical and judicial aspects
of preventing the Islamic State and similar groups from using the Internet for propaganda and recruitment
purposes.[48]

This is not a new development - the Internet has been central for the propaganda and recruitment strategy of
most terrorist groups for a number of years. However, as with the their use of drones, the rise of the Islamic State
coincided with a rapid technological advance in the form of the development and popularisation of a vast array
of apps and platforms the Islamic State could exploit.[49] Especially important was the popularisation of apps
that provided end-to-end encryption, such as Telegram and WhatsApp .[50] The proliferation of encrypted
apps has made it easier and safer for members and sympathisers of the Islamic State to communicate with
each other and to meet potential recruits online. Especially worrying is the new phenomenon of so-called
remote-controlled plots and virtual entrepreneurs grooming and micro-managing potential attackers through
various encrypted social media platforms.[51] Encrypted apps have been reportedly used immediately before
or during attacks in Europe where handlers abroad communicate with a remotely-controlled operative.[52]

The online community of sympathisers has also contributed to the technological advances of the Islamic State
(and similar groups) through posting instruction manuals and how-to-tips online, for instance, on how to
increase the range of drones or how to communicate securely.[53] In February 2016 a Telegram channel for
“Islamic State Scientists & Engineers” was launched. The channel was only open to those who had pledged
allegiance to the Caliph and who had a technical degree such as engineering, aeronautics, physics and biology.
The stated intent behind the channel was to gather a group of qualified people who could do research in order
to support “the military industry in the Islamic State”[54]

The Islamic State was of course far from the only terrorist group capable to take advantage of the opportunities
provided by new communications technology. Yet, as with the Islamic State’s attacks with chemical weapons,
the group distinguishes itself mainly through the scale and volume of its use of Internet and social media. The
extent of IS’ territorial control and the sheer number of attacks committed by the group, provided it with a
large reservoir of battle footage and pictures that could be turned into slick productions that gained worldwide
distribution. Like its predecessor al-Qaida in Iraq, the Islamic State has exploited the new technology to receive
worldwide attention by broadcasting brutal executions. Abu Musab al-Zarqawi, regarded by the Islamic State
as its historical founder, gained worldwide notoriety in 2004 when he was seen beheading the U.S hostage
Nicholas Berg in the first video issued by his group on the Internet. This was years before the rise of social
media; the video was released on the jihadi web forum that was the main platform for disseminating jihadi
material at the time. The movie did, however, gain attention far beyond the jihadi forums - the search string
“Nick Berg” was the second most popular Google search for May 2004, second only to “American Idol”.[55]

Islamic State has not only used the Internet to distribute propaganda, but also for more offensive purposes,
mainly through its so-called “Cyber Caliphate Army” (jaysh al-khilafa al-iliktruni).[56] However, this “Army”
has primarily been engaged in what has been referred to as cyber vandalism and hacktivism. So far the general
assessment is that the Islamic State capabilities in the realm of cyber are low and unsophisticated.[57] It has
also been claimed that some of the activities of the Cyber Caliphate originated from Russia.[58] Moreover,
there have been reports that Islamic State members and/or supporters have used virtual currencies such as
Bitcoin, but so far the evidence is mainly anecdotal.[59] The Islamic State has also been accused of using the
Internet for raising money, for instance, through fake eBay transactions.[60]

To sum up, the most innovative use of the Internet by the Islamic State is that they have been using encryption
not only in order to spread propaganda but also for offensive purposes by remotely directing and coaching
operatives immediately before and during ongoing terrorist operations.
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Innovation in Zones of Ongoing Armed Conflict

Although both capabilities and intention are crucial factors for estimating the potential technological threat
from a non-state actor, the perhaps most important factor is the question of priority. For instance, if the Islamic
State and its predecessor have been experimenting to develop and use chemical weapons since 1999, with few
enemy casualties, it can hardly be said to have been a “success” from the viewpoint of the terrorists - the more
so when compared to the staggering number of casualties these groups have been responsible for through other
and less technological advanced modi operandi.

Thus, given that there exists technologically less advanced and less resource-intensive modi operandi that
have proven to be more effective in terms of creating deaths and destruction, the question raises: why and
under what circumstances would a non-state actor decide to allocate a large amount of its (usually limited)
resources to develop more advanced technology? This question is not properly addressed in the literature, but
a promising avenue of research that might help to answer such a question is by studying the internal decision-
making processes and the internal organisation of terrorist groups. For instance, how do terrorist groups
manage their resources? How does a group that frequently loses resourceful professionals and key leaders
secure organisational learning and transfer knowledge within the organisation? How are terrorist groups set
up for processes such as innovation, adaption and training?[61] It has been pointed out that due to the lack
of sources that there has been a paucity of studies on the internal decision-making of terrorist groups or the
background of its recruits.[62] However, due to the increasing availability of internal documents and lists of
members from the Islamic State, it is now possible to gain a better insight into the internal processes of IS.[63]

It is beyond the scope of this article to provide in-depth analysis of these questions. This review has, however,
illustrated that one favorable condition for non-state actors acquiring and using more advanced technology
is territorial control. For instance, all of the insurgent groups with discernable drone programs had territorial
control and three out of four were involved in the conflict in Syria. Previous studies of terrorist innovation have
also found that territorial control and operating in an armed conflict zone offering frequent possibilities to test
innovations often are drivers for technological progress.[64]

In Iraq and Syria, the Islamic State’s territorial control has also enabled the group to experiment with
less advanced technology in a DIY-way. According to internal documents, the Islamic State had a
separate Research and Development Division (Qism al-buhuth w al-tatwir). This division experimented,
for instance, with producing remote-control car bombs, a robot operated by a solar-panel that was
intended to function as a decoy, an automatic steering system for artillery weapons, etc.[65] Sky News
was provided with several hours of unedited videos by a Syrian rebel group, showing documentation of
what is referred to as an Islamic State “jihad university” in Raqqa. The video shows how the Islamic State
is experimenting with developing a driverless car bomb.[66] The Islamic State has also constructed a fleet
of armored cars, with a high DIY improvised “Mad Max” factor.[67] Insurgent groups operating in Syria
have also been experimenting with various forms of remotely-controlled and tele-operated weapons.[68]

Conclusion: “Low-Tech Terrorism”?

This review of the Islamic State’s use of technology has found that what distinguishes the group’s use of technology
from other non-state actors is primarily its ability to exploit the opportunities offered by commercial technology
development as well as the extent of its use of technology. This is primarily an effect of the unprecedented size
of the Islamic State. Another explanation is that the rise of the Islamic State partly coincided with a rapid
technological development within the fields of drone and communication technology. In that sense, the Islamic
State was uniquely poised to exploit this, given its size and the degree of its territorial control.

Another observation is that terrorist groups, including the Islamic State, mainly use technology for defensive
and not offensive operations. As an illustration, a large share of the technological innovation and concern from
Islamic State and al-Qaida has been within the field of operational security and how to defend and protect the
organisation from the technology used against them. For instance, until recently most of the publications from
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al-Qaida were concerned with how to protect themselves from U.S. drones rather than focusing on how to use
drones themselves.[69] The Islamic State and its supporters online have also spent considerable resources and
energy on how to maintain their presence on Twitter and other social media platforms and how to communicate
securely, sharing information on digital security and encryption.[70]

This review has illustrated that even in cases when the Islamic State used more advanced technology, such as
drones, or attempted to use CBRN weapons, the group has done so in an improvised, crude and DIY manner.
Even a terrorist group like the Islamic State, with its unprecedented access to resources, is incomparable in
strength to a real state. The groups primary asset is its innovative use of already existing technologies and
modi operandi, like booby-trapped drones. This is also supported by previous research that has found that
the primary originality and innovation of terrorists has historically been to creatively modify or combine pre-
existing and relatively “simple” modi operandi.[71]

This underlines the difficulties for a non-state actor to acquire and use more advanced technology. However, it
may also indicate that to acquire advanced technology is not a priority for most terrorist groups. The primary
knowledge gap identified by this literature review is precisely the question of prioritisation — why and under
what circumstances would a terrorist group decide to use some of its limited resources in order to acquire new
technological capabilities? In order to answer this question, it is necessary to gain a more in-depth insight into
internal factors such as various groups’ internal decision-making and what role technology and innovation
plays in the strategic thinking of the groups’ leaders.

Finally, what are the implications for use of technology in terrorist attacks in areas outside the conflict theater,
e.g. in Europe? While there has been some technological innovation in conflict areas like Iraq and Syria,
recent studies of the modus operandi of jihadi terrorism in Europe indicate that terrorists have become less
technologically advanced - using relatively “low-tech” means such as knives, firearms and rented vehicles as
weapons.[72] This is also something that has been recommended both by the Islamic State and by al-Qaida
in their respective online publications.[73] Al-Qaida in the Arabian Peninsula (AQAP) hailed the perpetrator
who on 22 March 2017 drove a car into pedestrians on London’s Westminster Bridge for employing “the art of
the possible” and urged other lone wolves to do the same.[74]

This has led some observers to refer to a trend of “low-tech terrorism” where terrorists “routinely transform
everyday tools into low-tech weapons or attack vehicles—whether cars, trucks, scooters, or kitchen knives”.[75]
This is probably an adaption to the growth of security measures in Europe, but it also illustrates and supports
previous studies concluding that terrorists tend to be pragmatic and conservative in terms of their uses of
technology and their modus operandi.[76]

In terms of technological innovation, this implies that terrorist groups in the West will primarily use relatively
simple, but easily accessible, commercially available technology that could potentially be transformed into a
weapon. For instance, one potential scenario is to steer a swarm of drones towards a crowd, using the drone
blades themselves to inflict damage on the crowd or to use drones as part of a coordinated attack.[77] In 2017
it was reported that the Islamic State had achieved a swarm-level capacity of drone use. [78] We have also
seen that various encrypted apps have enabled handlers based in a conflict area to remotely assist and guide
attackers in Europe — something that is likely to continue.

In the immediate future, there are also other technological developments that can be exploited by the
Islamic State or other terrorist organizations, like 3D printing. This allows terrorists to produce parts
to a drone for instance, or even 3D printed firearms.[79] There have so far not been any incidents of
3D printed firearms among terrorists registered, but there have been instances of 3D printing used
by criminals and drug-cartels.[80] In the longer term, the rapid technological development and
increasing commercialisation of new technologies may lead to terrorism taking unexpected turns.
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